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»1 <ntt ^miz 1 1) Bf-f-fb j? iifciEf- * 

Sliff, Jo <t y-'SM $ nfcllttr- * & <fc j>'^2<7)Bf-t 

-t ib+ * w-f-s * * l ^leng tmmzn, m*i t 

SitTtfltrEr'- * & «t imBMS-ftSiifctBrE^- ^fg-?- 

i<£«£it*:iiirE-r'- *OWl&ftlt<rfTV»,l»E*H&f* 20 
T»EE««ft:J;E«i-4. 

IKrEW^-Sli, ^BE«f*#t?BS^b?irfciWrE-r'- 

*Sf**« 4 ±»SU fMHHfc&4i£lNrE 

2«>fl-li#*5GrUtfrE£{I»U\ Bff-S-fbSitfctfrE?' 

- * fc j: iTBt-^fb $ n /-flrie-r - * * tf i&mm 

■f - * Jo J: U-'miS-r'- * ilfii: 55-81 L» it/cift 

E-f- 9 i-is-f-fb L-c*7p$iauis« l ,Bfrie^2co5?-ai 
S£(±, UEiSfHt^^ B?ie-r - * jo «t j/frifi-?-*- ? ft-t 

-So 40 

[»*JS 5 ] St** 2 UEffcO-f- J'^i^e^±>H> 
«*U*^»Tf1?iaE?*i.fciWEStt-»ftaSrffl(.>4o' 

*-=fv»fciREIMff-S-fb»*ffl^4o 

W*3I2 (-E*«0T'-*S«Htlf (CJ3V> 

T,?*bu, mrEfs-^ssr^ri-ifeaftiitisai-i'f 
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flfr*fb»*r 

go'i, . ^-filESHf-f-f La * ffl n 4 o 
IIS*xl9] B*3R2 HE*tor-*4flHjE*i;:j3i» 
T, 

lit?- *£«fc«J±,tfrEEtt«Sft:«: ? bUttio 
0] IS*J12 CESWf'- ?Slf£ES CJoH> 

Mm^-9 -§:m^wi ,'<?sZfrL x mm mmfc t & 

1] W*JS2KE«<0-7'-5'S««1fUJ3t» 

t, 

s <b i=, lif- 9 ^m : ^m.<r>mm^ h<nxt> ui& b 

T.ttrEBf-f-flT'Bf-f-ft^it^BuE-r'- 9'&^mZ'fii J % 

ibu v&tt.2i\tzmiz j r- 9&-%mzm^Tffitz$zm 

S, Jo <t UWEDI20>flHH3 1 it JS^-fb$ titz ffi 
2] «*JHu:E*<o-f-i'$«»*UJiSt> 
mjfSBf-f-tfti, fS^-fb^itfcmE-r'-^^Bf-tftL, Bf 

-f-f b s n fc«r E-f - 9 % m-f-r ^> ^ *> o » 2 <r>&^m t 

mEBS-f-#T-Bf-f-ft$it/cfrEr'- ? ^BUlBieit.^ff 

ttTEffii--2>o 
[»*JI 1 3 ] lt*a 1 2 I-E««0t'- ^$«§S«(;i5 

s <bir, e$<i^i u« ^ ? it tz m 1 coasts jo n/m 

2<o»«l9*#L.iWE*«Sli, e-ig-ftSitfcTWE-f 

- * jo i o-'Bt -f-f t § ji£«irE7 r - ^ a-J5-a ^ stsmmm 

^- 9 Jo ± cfflET-'- 9 frttizfrm L , 5f^t $ it/L-fr 
IEt-- o 7 «ra*fbLT«^K«IZ3S« UfirES? 2 ^53^ 

atfj(±, friEiiinf m i ffiET--- ^ jo j: xymzf- 9 a 
l, 55-«t$Jtfcii(rET'- 5- ^HlrEm-f-flujS 

4] IS*3I1 2 lz|E«0-f---o"§:1S^gUJo 
<'*T.<>EfiF"S"Slt, ^fg-r-'- S"g:f§$lft£lS!iSiJ1-£Ig!( 
SUIf^imo'^rfPfiS: $ it ^TllrESBff-9-ffca i m n 4 o 
[iS^Jll 5] W*3ll 4 (cEIRw-f- *$«3§EUJ3 

(z^o'^^mEWot^b^^ffl^^o 

l 6 ] 1 2 uE*«o-f - Jo 

^T.$bC, ^rEfS-f-fiSr*-r4Sfl.S^gt«g!-r4 
hSr*L.«rEW*»tt, bJE 

t&m&m. z urn + 4 »hhmr u ecu, » t * s j 1 tmrE 

WBg-§-ftS^fflv>4 0 
[«*JSl 7] m*mi 6UE*<o-r'-y5:fl||$«uj3 



-2- 
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[MtfJJU S] fl?*3ll 2(;SE*<0-y-5'5«SltU* 

S«^- *^5^filisflFEE1£JS{fc& $ ibctti. 
[ it *Jl l 9 ] St*Jl l 2 uE«or- *f««ii:ls 

Ifir- «rEEft*fl:fc '<* £fr LT& 

[If*3l2 0] W*JR1 2 ICfS|KO-T'-$'£f5flfiUi5 

2C0-f > 7 - 7 i - 7,a- y h £W1~4 0 
[1***2 1 ] lfi*31 1 2 UffittO-f- ^$««11ICiJ 

T , Btrie*20fI-f-» * ffl v »T«rEEfSfltff l-IE« £ it 
t m®i $ it .«HHfc 3 iifc HfrE-r'- * * m fc-f 

[Br*jf 2 2] W*JS1 i;EfiOr-5'Sfigii:i3v> 
r , i»E*« Sii f>tt« $ it* Bf *fb £ it£ sir 

Sf- * io j: o-'Bt fc®m r t c rt$**3e3E $ n . *-*ft 

3 it fc -r- * «■§■« * S-trffii«« rfIL> 
[i»*]I2 3 ] m*3l l (lEHto-f - ?<g:lf3gfii;±sv> 
t, 

«re»io«Mj-aii± % frE»2«>*HHi-c** 0 

[If*3l2 4] Bf-?-j|:$it^T'-^T"*oT, buEt— 
H <3 a-f-ftS it* T'- 7 rf?4t4r- 7 ff±5IH:ti 

fS-^-ft Sra^t-T 4#a JIf S itfcflirE^ 

[11*312 5] W*JR3 UEIRW-t'- *$fi$$«U is »-> 

TWE fit 2 OEffifltft: & #-f £ * 2 <0 KLS^g t 4 

[!S*3f.2 6] W*JX2 SKEtt^-r-^SflmilUiJ 
^T.HirEfig 2 O -1" >?-7x-xa^7 Mi, Bf-f-JI 
If r ffl i> T . mtm 2 coEtt^f* Ut&<rt S it* TRESIS 

[It** 2 7] tmm2 0«-E«O-f-*^«3tMUiS 
i l tjfe«2(0-f > ?-7x-7a^7 Mi, Bf-f-jl 
«Srfflv»T.1«rE»2<0E«««ft:Ul&ttSn4lllfESa 



(3) #12 0 0 2- 3 0 5 5 1 2 

t, 

HfjEBt-f-fit^git, 1 W±<oarK1f.-f 4 

IMEfcWi, lWE«E«*fl;i::ESSiifc«Oo ^4" 
fc<ii loili't, m-^fL^it/ciKrET'-f io«tc>' 
fl-f-ft^itTtHuE-r-'- 9 n < t t-^^r 
W Df *ft L , SJESBf -f-ftdffl i, » <b it fc« t tfrEWBr* 
ftSit^fjET-- * is ± it^ffET-'- 9 'it 

70 it^tifE-r-'- *i5«t O f SWr-f-ft$itfclWE-r'- 9 

[»*JR2 9] HE«<0T'-^5:ft^a(2i=v> 
t, 

l»E«F-f-»«, ^4- < t ta^-ft^it^HtfE^-^SrW 
[0 0 0 1 ] 

I»WoJRi-4i$#f»»] *%a^ii. tt^t*it^3> 
t > 7 Sr Sflli - 4 -r- * a if* 7=-*- > Sffi ^ 

n-S&i-r- $' J ?^ v ^^LTfEii^it^-r 

i;(± N /<— vtJ-n > tfi— "7 — ? xt--> 3 >, 
[0 0 0 2 ] 

io Bf^-ft^it^Bftft-^*^='>x>-y*j---»fu*ttt 
?Em**fifi3itT^4o TB S t'v ^ 
^#jf 7J5tJ ARIB-STD — B2 5 T'(±, B S t'v 
* ^teii(;i=lt4Pl^^f 077ffi75 ? Ea$itT^4o [1 
2 C <7>EiS^T**4 B S -r'v ? ;U jKc^T-OBf-f-ft 

[ 0 0 0 3 ] COd 2 Zm^'X-r- 9 cOmiii'tilW-t 
4o WKt^B-^^wn >-r>y (in >r> 'V BfJ-?- 

If 1 0 1 T'X ? 7 > 7';l8K s 1 0 2 Srffl^Ttt^t? 
it* 0 i/c, X 7 7 >7';ug|K s 1 0 2<iBff-iHil 0 6 
40 T"7-7^1 0 3 fcffl^THi-f-ftSit, T-JIKwl 
03t l?S1f 1 0 4 (iBf -f-fl 10 7T'7Xr-l K m 
1 0 5 i-fflv^TBf-f-jt^it^o Cifb, Bg-^-ft? itfc n 
>r X 7 7 > VJU»K s RVl- 7g|K s 

Mii^tui o s x-^mt s it-gfii^i-iejt ?iiio 

$(t« 1 2 0-Clifl-iSl 1 8 fcflJOTJHS-ftS 
it/^a >-r > -7, 7^ 7 7 >7*;U^K sW7-ygKw 
t «i: S it 4 o B-e-ft $ it fc -7 - 7 II K w fc 

ia^««i±ia-f-s i i 7t-7z?-ii i 5*fflKt?i 

^Sit7- 7&Kwi:$?ift1f$R 1 1 4^»Tl*ff-t4 0 
50 Bf^L$itfcX 7 7 >7*;ua«±a-^ff 1 1 6T"7->g 
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l^Sft-CSglESii, ^^7>^1K s(4&J: 

* 7 > -7;uft K s * f »*ofc*&lift»gKL^aet 
S*LK^i<iotv^ 0 ifc, El 2 ora-sHi 1 1 
6 , 117, 77^-|ii5, Rttflftt 1 1 
4, 1 9 (i I Crt- K-C*»»iiTv»4 0 

[0 0 0 4] Sfc, SSOJioCA'-vt;^ / tfi- 20 

* (po c^prfgiB sfy^^»aw$i.f- k 

[0 0 0 5] 

[0 0 0 6] El 3 OJ: -9 i:B Sfv 9Mttm<r>&m#- 30 
K«r/<c-v*-*=i> bTa.-^ (pc) UflMJtLfc** 

PC-T?Slj|»4:*ai-4 4:*^J:-7USr-& 0 f-A- 
7-1 l-c^lLf:fy^^f-^^ jMI»13-C»* 

1 5UJ:*) I Crt - Kl 6lcJM^>n^o IC*-K1 6 

u w*ft*iifcx^ 5>^ik s *«*fti-*o -e- 

LT3>r>7 ft^f? 1 2 C7> * 7>r;iiK s SriS 

ot^ iBMl3 0-e(ife< PC*>fS!*«lfMMI6 ic 
HiMt^Ctifi^ii^o PC^HDDO 

^ >t > 7 i n — 77 2 4 J: 0 / I /F&T>2 3C 

iS^n, pc<^fir>/<x-c?*>£pc i^'x4HrLt^' 

^7''J y>2 *eftL±E*3UtMrt*:ll* 0 ±E«3 
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[0 0 0 7 ] ifc, *>T>vnm\tt*mt*tz*> 

|:d>7>7^7^ 7 >7-;uftK s «r«*fl:Sit*:i 

Essm 5 ut&« LMt^t £ csi^-^m-^i-^ 

£ <b i\ h & Z ix (4 , JtaLfci^l^-^lKw 
[0 0 0 8 ] 

ffl SrWWSff XI±E1i«Ell-e 3 > x > 7 Z fit » 4 -r' 

- * Sffi^g s o'Wfliftiassii £ is flt-r * c t -e* 4 0 

[0 0 0 9] COB»tl*t*fc*C, f «nu,v 

E*«t#UEtt+*o 
[0 0 10] *«EUI±,E*ttttUE*3ftrt: 

[0 0 1 l ] 

iffl^-CBiCKBt^o 111(4, *P^lt«»I 
^i?:^t7"n y ^if*^o H 1 Ud3V*T\ 1 9 (4X 
^7 >7'^aS'S : Bf^-fti-4K sUFWC, 2 0 (ir- 

^sn^ai o«fxi4*«KLa§t«*<ojLJi-^3fc«gij 

««-C*4KBUID (Identifier) Sr*&8|"t£!M(J I D 

^ii^t% 2 ittaa*56^s**aa«^»-e, 1 

S(43>x>7COI DtKsBffgl 9 T'Dg^-ft^n/j 
4>4o 2 2 ttSHS-f-ffcSilfc* ^ v > 7'iliK s r&f-^- 

[0 0 12] ««tta**«4, ^-^Srft«L«*fta 

tm*^fts:4T Tf-^iftii ot, f-nae 

a^S^f*^, RTjxrff^T^^coCRT (Cathode-Ray 
Tube) 7 t rfS;L£o i^, CRT 7(4, <*fl B B a *r-* i 7, ~f\, 
•/7X77 v a7*l/f ELf (Z7*M^f- 

[0013] «ffifeS$l«*f*(4, atMrffvt* 
OCPU (Centra! Processing Uni t) 1 t , r'— * ^> 
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^u^'v A£f£1t1-&±l£1t3 (\n^i±\ RAM (Rand 
om Access Memory) W) , /^XT^M y y 2 t , f — *7 
^rKtf/t£Seit^M5 HDD 

■r- t'km^m. l otCPUl fc±E«3 t/ary y 
v 2 tE*»I5 ^RtP$UiW^#6 tii«si:pc I 
(Peripheral Component Interconnect) ^"^4X111 
Siv0>* 0 ft, E1fM5(4, 7D7b 0 - (ttfltt 
m r<7>^, CD-R, CD-RW, DVD-R. D 
VD-RW, DVD-RAM, MOfOiTC, # £ S 

S»«<±sT'-*, flWR4:E*-C*iUirj:^o 
[0 0 14] &i3 (4 .PC, 

[0015] t-'- ^ff^ffi 1 0 (4, S&M-f- * **« 
tifcftOfi-t 1 1 <h, BfrS-ffcSiifcn >t^> -y 4 

ftSitfca >-t>V tm-%ilZfttz*?y >r^ftK s 
ti:»m»«S13t, n>f>7rf3-Kf; i) 

*^CPU15t, ^-^ftKwS^lgttWWSrEttl- 

*ftK s t'&^il'fZ I CA-Kl 6 t> W«HMbSii 

-S-fLSiifcx* 7>^ftK s *«-»fbi-&fcat>Oftfc 
a > f > 7 I D h iEtlt , x * 7 > 7- 
rt^K s *BWHHbi-*K s BT»«1 9 h, HUM I 

tttti-ftHw i Dt&«««2 ok, aasr5&^+*a» 

#&±f?2 1 t, WW^fbSiifc**^ >r^iK s rBf 
■?-ftSnt3>T->-y(-*afl:i-*K s^fi#2 2 fc, 
PCI/<X4H / ^-7x-Xf/y:i6(7)M7s i / f 
gT>2 3 tifi^o cn<b&1Si»(4, n-#;l,/<x2 4 

iaot, ffizu««$n* 0 ft> ^--m k4, * 

-K16<4, t'-^SIMeIII 0*»<b5Mt (*K) oTSb 
T-*-5o ^-^ffiKwii, I C*- Kl 6 UEtESit* 

wwiLv^, mmmmfc cd-ro 

M, DVD-ROM*) UEftSitTt X^L, ^ v Y 
n-tizX^XT *-txiTftfc-fr-/<UESSii"C<> 4 
r7- ^ftKw* f -H— /<{iEti*U*»fr(i, 

[0 0 16] lffffi«La^M^MSf^lSrI&0fli- 
4. r 7- *»KwiSgft1»$Rf4^*!> I C rt- K 1 

6 Uf8ff$iirt»* t + * 0 ft lane n >x > 7 SrE*i" 

iSr-'-^ (*&) *£«U 3>7->vm^l 2 iM 
OfrKSl 3 T% SltSilfcJiiS-r'- * SrBfrS-fbSttfc 

^ > T > V tm^itZiltZ* * <7 > ~f &m\\ S Ujtttl" 

o 0 »KSiifc«r*fbSitfcx^ J 7>"7';HtK s(4n- 



(5) ^ 2 0 0 2 - 3 0 5 5 1 2 

*^CPU 1 5i:J:lJ IC*-K1 Gt^-^lKwC 
ioTfM-fbSiU n-rtA,CPUl 5 -ClI-iHbS Jifc 

9 [zm*t*>o Ks 
9T<4, MM I D»tt**t:ttttSit*o-f- 

fc 2 i ^*Sitfc!5lftt<>*>v^"C«H3-fti- 
4o CPU 1 X~i^ltcW^1tLtzm*mir?>y-> 
7lDr, -y v 2 £><X I/Fffl2 3 Sr^Lt 

K s 1 9 CfrJiLTiD < 0 Wt*fb* f fT*>il4 t 

70 K s 1 9(i3>7>7IDi: WfrS-f b L/:X^7 

>r^*K s SrK s**92 2U*£iii-*o Ks 
BfrM*l 9<iW«r*fb*ilfcX^^>-/*HKs*fl[* 
t^B|(:fflv^i^/T>7 I D<h Sr*tU LT£tt&$rt 
ffiiftl SCt&ffli-^o Ks^SSI2 2T'(in>f>7l 

X I/F«2 3 U|EiS-r*o ><XI/F«-C(±, 

S^to^^-f-'- ^pci^x4, v 2 

LT±E«3 UteiSU ±IB«3i:*48g7'-^#|fi ! 
SoTtfc, CPU 1 T-HDD*OE»*«5U*&#li- 

[ooi ?] mf<Ltz? > t > y zm^zizw 

1-4o E«*S«5Utttt$*tfc^*fb*itfcT'-^*C 
PU 1 T-»t*tH LPC I a'X4 SrfrLT/<X I /F«2 

iifc-f-^tt, *Mt»i 3-e**fb*itfcx^9>-r/w 

»K s r*S6Ln-*;i,CPU 1 5t:is^ 0 n-^;uc 
PU 1 5f(i, WHF*fbLfc*S:L*1-3 >r/7ID 
SrilEi"* t3>f>7 I DfcBf-9-fbSft/wX ^ 7 >7' 
^8K srK siS^-Sl 7i:^Sf/o 0 K sfl^-fll 7 
iO Ii3>r>7l Dfr7CU*4"I&LfcHI»-?"fbSn/cX^ v 
>7';HK s ta*i-*fc*^«S:ai»«|«[«ll 8 «t i) 
K^ffiL^ Wff-e-fbSii-fcx ^ 7>7';lSK s ^rCOtl 
kiSgiJI D^rfflv^-CfS^-fti-^o n-^;uQPU 1 5(4 
:^X^7 > s rSit^l) ^ > -f > -y fl-S-Si 

2 ue« L r , Bg-^fb s ii ^ ^ > x > *y * flWftt ^ o 

COfg-f-^a/cn >r > y(4, n >x> -y^n-^i 4 

[0 0 IS] C<7)J: ; )(zn>-r>*yS:Bi-?-fbt7tii 
t?, x ^ 7 >-r;wftK s Stt'- ^Sff^fi@W<7)fftSiJ I 
Dtfflv^ff»tftL3 >f>7i ^*ft LTE«i-* 
PU i y r 4 )i tfn tf-^nti lit*) W««L3iS! 
l^f - ^ L J: o k L t {, , HSU I DA* 

n >t- > •yco^mt^isii^^tifc^o j 
fc, at&«Tl«l 8Ut&«SiL*tt(41E*rSn***^ 

r^^Mt^vBK sBff-f-gl 9 i:oor@4 4- 
Ev>T^*fflUfft0£1-& o CD 4 iCJot^T, 4 1(4 7>^7> 
50 7)\>&K s ^rt&fj-t^ X ^ 7 > yfcfgK s U > X 9 X\ 
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4 2<in>7 L >'y<7)ID£ t&#)1- ^.3>f/7IDl/v 
x 4 5 (4x ? =7 >7^tK s £BRtHHl:-t~& ^ * 

fc*!>^)« «*«l4*«-e, 4 7 
(i7^7 /7'iiiK s Z m^-itir & H £ £j£T h Hi -5§-» 
±titV>X~* 4 S(i^>7 L >v I DtW»*fLSJtfcx* 
7>7';HK s t £«T&^J&£fT£>& 0 K sUK-Bl 
9(4, 7^7>7l|Ks^>'7^4 1t n>x>'y 
I D U v X * 4 2 <h , t&^»J»SP 4 3 t , X * ^ > 

4 5 ?S*tt^««4 6 B»*a^aEffl5 4 70 

[0 0 19] Ciibrffl^ttelrtgli^t 
& 0 X? 7>7')l,iUy^^ 4 1 iZ\±, IC^-KTII 
fft^ii/:X^7>7'^iKs^D-^;i,CPU 1 5U 
4 0 K5e 3>f>7lDI/v'x^42i:iiCPU 

4 7t'i±, mail i Dta»%±«2 l-c^stLfcaau 
x * 7 > r^ii/yx ? 4 i ut&ffl^iTv^&x^ 7 > 20 

4 8T-(±, Bff*ffcStLfcX^^>^(|K s t n>-r > 
y I D V v X * 4 2 tct&ftj eii/:3>7>7 I D £ 
LT> Ks^IS2 2U^o :CT% 3/f>7ID 
(4. HF*ftSixTt»ftv»^ie)CPU 1 T*tf£T§ 

fc, «-?-»A*«4 6T(4, tftgij I Dfca»%£#2 1 

^>r>7l D**ti:Lt»tt»*«l 8i:fi«t 

[0 0 2 0] ft, *5§9i(4. SiiMmvSSr^LTfiiM^n 
fcttaS-f-^«r*flli-&»&UIH?>ii-* r , h7-^ 

L T frill S it -r'- * * <Sf§ 1" * » # * , flWtiWR* 

[0 0 2 1 ] ^d, E3 5 &Ev>T*2 ^teffltffcWT 
4 0 H 5 3 1 14^ >x > *y SrW^TANM-Cffl -/0 

v>£B£fflfr8SST% 3 2 (4 rz > x > v r <t £ 

7 Z&m-tz> AWF*fL S itfc 3 > f - > v ofM-ftiifr 
htafrvtzo oil) 3>-r > -yfl-sg-fSl 2(±»f^*ri- 
»IS1 3U|Efi&3il/C<4-f'-*U\ Bf-^ft$n^i 
i<r>a> J r>y -e* I) SJft^ > -r > v -?*14 Tig 
***4Ci:(±-e#&v»o oil), ffi^^lin >-r > y 
5: 1JUBJT 4 T £ -KT'iSOffl CSii5tSI 

93 1 fcK»flB»«»3 2 rffl^KCj^o^uJ: OEft* 50 
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[ 0 0 2 2 ] feUIftS t LT(4**>«*) t'*4 0 Stffl 
fr»S3 1 T(4, W-f-ftSitfcx^ =7 >y r >imi\ s r5t 
«LTD-*^CPU 1 5 12 4 0 I C* - Kt'X^7 > 
s ^KL^ >r>7flf?| 1 2 UKHeLTI* 

369 3 1 ^biibnt <^/f> 'yfiflWSii.Tt»4 

<:£4o EfMHMiSTIi, flf^iltv^3> 

tt^O HF*ft*nfc3 >x>7^*SILTK s ^£9 2 

[ 0 0 2 3 ] ^U, CU6 rfflv>ti3^Ift«5:W 
4o Hetli^T, 5 2liRK ^2 O^iSCTdioit^ 
K s «*» 17, K s 1 9 , mm I DtttfMW*2 

0, SL&%^92 1 tMaitl 8<0«*gS:«FoRi} 

y>7*)vmm j %W%i3- K5 2(4, ^- KI/FST>5 1 
HMTn-*)tA7 2 4 i:ft!?ntio 0 , H*-?-ffc 
?W:X^7>7'^iK st3>f/7lDi*-KI 
/FB5lHLTKs ^mH2 2 CM^it^/^ 
"C, K sfl^-ff 1 7tK sWSl SOT ^-tXiig 

1, »2^>*illi«fcWI*Ufifx&o X^v^r^ft^ 
«**-K5 2J4, -f-^^WRIll 0*^»« (* 
BfiL) nrft"C*4 0 msiJIDfi, x*-7>r;u»Bi 
^-fS-?-^- K 5 I DUi"4<7)^ti L 
^ 0 «xifE«*«5UE»SitfcMMfc 
^i/:f-^r, DVD-RAM, CD-R. CD-R 
WO«Srn«E««« 3 ( ' tf— It! oH«E*§t* 
8 «h x^ v>V;u^0f^-m-^*- K 5 l ^^^o-f- 

itz, x^ vy-r^mm^'it^i*- K5 l otttgi' i c 

*-K16 Crtlt4*t*- K^+m^^bi-^tS 

[0 0 2 4 ] [17 ^ffli>-C»4C0^*iuf?IJ^|ftHfli- 

4o 137 (Cio^T, 3 4 (4=7>-r> i y 3rff®^ti"4 3 

> r > v m 3 5i4f|BS-§-ftSit?t3>7 L >7i 

[ 0 0 2 5] ST, n > f- > 7 ^ iSfST hm^i l&W T 

ft) HI§L> 3>f->-yffl*»l 2SriI0»fi£ff 1 3 
T% Bff^t Siifc 3>r/7t fff^-fLe^/j X ^ v > 7' 
;uaiv s i:#It4 0 #*Siifc»*ffc*iirt:x > 
"//UftK slin-^JlCPUl 5C40 I C* - Kl 6 

■ea*ftsn, d-*^cpui 5Tffl*ftsnfcx^ 

7 > V^^K s^>7> Vfl-f-Sl 2 CK^t/Lo ^ 

> -r > V fg-^-fl 1 2 Til-?- ?nf:3>r>7 (45t«S 1 
3 iZ 4 I) n >-r > 7f3 - y 1 4 t =r > f- > VB§-^-fJ3 
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* kwam&v&zmw i Dfca»«£fc»2 1 

[0 0 2 6 ] itz* CPUltJISLfclWtftLfc* 
4- 7^1-3 >t- > y I Dr. M7,7''J -y/2 fc'<X I/F 
St 2 3 ifrLT3 >r > 'yB§#S?3 4 C$foS LTio < 0 
SHg-§HL^fir WUt3>r>7 Bf -f-S 3 4 (i =7 > x > 
y I DtHHF*ftLfcn >-r >7r/a I / FSC2 3 U 
CaSi-4o ifc, 3 >x >*yBff*S3 4 (iWH-ftSii 
fcn>f->-yS:«*i'*B*Ufflv»*aik3>f->-V I D 
1 8 Utettl" 4 0 I/FS&T'ti, CO 
^M-it^iifz-T— ^ Sr P C I / 4 , /<X"7»J y v 2 £ 
frLT±E*3 UlEiSU ±E«3 i:*4«*-7'-*7i f 
lr*ofc<b, CPUltHDDf(7)IEfM5CMt 

««"« 5 cfeffl & itfcWiH-ftSitfc^- HCPUl 
"CBE*fliLPC I ><X4 r^Lt/a I /FSB 2 3 Sril 
Lt»W3>f >'y««3 5i:AJt4 0 C<7)B#n 

LWB»-g-fkSiifc=7>-r >7 *a*L-C»(l»l 3 CA 

■r > 7f3-^l 4 Uftiisi^o 3>f>7f3- VI 
4 (id: i)fn - KSii(U*iilt3 0 tcj£fcii«iei-*» 
**-C#*o ifc. =?>-r >*yBS^-S 3 4 -effl^BHrT 

cor;u=7'U X/,t|W|i:ui-4*uj: 0 > -r > -y ft-SHI 
1 2 tSflif3>fy7{|fg3 5 4r*«ft-r*»<>W 

ji«fcm»^»*0**4o 

[0 0 2 7] ll±.KWLfc J: o *3&H£(7)iS 1 -«4 

*LHW-?-fl:i-&- k-e. ElMMtuBWtSftfc* i 
co^ >-r > *y S:t&jfl-C# , 7 7 i' /wjftffcSrfTo c <b# ? T- 
^T^'Jr-y 3 > 4 P C ft fc'Olf 

Bu*H>ri. n >-f> -y o^mtoffils^Hfe-e r 7- 

y x ftfl-i- 4 Bfrfrf fc S iifc* * ft* LSBf *f tt 4 tf fig 
*JR0nLtf»W*B&««i:: + 4*UJ: «K g«*>-r'-*ftL 

[002 s] ±8e«i -«4o^t5i0ij(i N tisia 

l> -tuy*7U (77 1^x7) T-^f?nt4J:^o 
rlt, ^Difv^lt Eti»f* (Hxtf. 7D7b- 
■r^X*, CD-ROM, DVD-ROM, MO^) U 
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/<l-E«3iiTi ii> e "7*n 

[ 0 0 2 9 ] n±^)*ttoJFJJRUJ:iL(f, HF*jtSiifc 
htztb, n >x > -yo^f^^cotS^ijof^lf I) o 

* fit- £ 4 £ v >o jft* 4 #"t 4 o 
70 [0 0 3 0] *UH8S:fl|t»r»5 0|«|HJ|«:KW-t 
4 C H8i:*J^T5 3(iJMO«ittt{::i3(t4ft«tttt 

®.i s ksagy i D2 ooisttififoRonL^ffiiats 

K"C*&o K5 3 (i, *-KI/F5 

4 5r^LTr?>x>*yBt-i-S3 4 t WW* n > x > *y ft 
*S3 5U««SilT^40T?, 3>x> VHf^-S3 4 
h^Bg-?-3 >-r>7ft-^#3 507^-t7s(ii40iJ| 
WfcntHUffx^o Sfc, *3<0*tfc«T?BtWLfcJ:^ 
KM I D 2 0 K5 3*UJL--^4 I 

Dt: LTiiittf, Wx.tfKS*115 UE»$iifc^*ft 
20 Siifc-f-**, DVD-RAMO»3fcH*E«4S118 
U=Jtr-L"CCOH«E«*6*fc K53t* 

^<7)fv ^ A.ttas-f- ^»gflsaa*« 1 o 

[0 0 3 1 ] ^iCH9*^ 1 1 rfflv^Ti 6 O^ife^J^r 

v^T, 6 1 t 6 2 lit-ilfn^- K I/F54 rfrLt 
x- ^(7)-^ Srff oRlt^W-S-jIil^WflPSrtTO t'v' 

jo x% a»»* - K 5 3 \mcoii - K«P-f-iIfllftlJ»»-e* 

U»<7)flt $R^ ?J ^ 0 flX 0 $ iJ - K I / F <D ~fu Y n )i 

a&dfc7»nri6T?** 0 f:t\ *-Kl/F854t 

ftt&Sfi* - K 5 3 orBl<iB&^iHH»JM» 6 1 t * - KDff 

V0 [ 0 0 3 2 ] El 1 0 5rEt>T\ »Srt&ffl1"4t*&co^Ji|I 
Ciov»TlttWi-4o CCT\ Ko(i, &m&tt*>£:m 
it'f- ^ SrDf-§-fti-4 £ # liftffl $ n^!T\ K p (i 
ftll«*5t^«*«'C«*ft*itfc^-^ 4ft-?-i-4t 
£ Uttfl§Sit«ftt\ K c (i» 4 oSfetSfW-CJli^cfcWB 
^-ft^n/cn >T >7f- ^ 4fi-?-i-4k §(;ffl^^3 
>f >7it'A^o fV^ii1IMWffi6 1(±, S#oEf£ 

3 (T i o o i ) o cat-gitT^tS^^- 
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1 0^)EESrff -9 (T 1 0 0 2 ) 0 -tit 

frh*- h-m^mmmmte 2ua&&fc'£ffl^T-t7 

■> 3 >iK s 1 rtlXL (T 1 0 0 3 ) , ^nrilSffl 

*4fv ^^SiiS-r'- ^troi53:31^S l 0 OBJ 

f»Sf 6 1 Uiifli-* (T 1 0 0 4 ) o cnrSttTBi-?- 

7iAMWfl>6 1 (i, Bff-^ffcSftfc-fc y -> a >SK s 1 5: 

>»K s 1 Sr»* (T 1 0 0 5) 0 -vilfrhZlttK s 2 
rMIT (T 1 0 0 6 ) , CcoSLScK s 2 i'-tv -> 3 
>iKs 1 tffl^-Clt*ltLT«fi#|*- K5 3UiS« 
i-4 (T 1 0 0 7 ) o K 53^*- KBff-f-j! 

AMH8C6 2*Cii. -t7 *> a >iK s 1 Srffl^TW-f-ft 
SiUfc&ttK s 2 t«*L, SLftK s 2 (T 1 0 

0 S) o -r >-r ^-y^BS-^ftU^S^BftSU I D 2 

0 fcftftK s 2 Srffl^TBt-?-ftLI»*a«««l»6 1 U 
S£«1~4 (T 1 0 0 9) o Bf*iHtW»« 6 1 T-(d\ K 
s 2 Srfflt-»rW*ftSiifcmgiJ I D£ft^U SfcSU I D 
£<#T (T 1 0 1 0) , 3/f/7@fg3 4 ±il zj > 

> XiK c =r|#T (T 1 0 1 1 ) , :iibH7->3> 
iKsl «:ffit»Tie-^ftL*«tt*- K5 3 U^Mi" 

o * L Tftt&ffl *-K53<0*- KHr 6 
2 T'K s 1 £ffl^Tft-SHl:L> 3/r>7ID^7^ 
>xjtKcS:»t, CitfcSrfct&flHMtl 3 dftttl" 
£ D C<7) J: ^ 3>-r>yofI-f-(idZ-R4:Bl»JI D, 
3/f>7lD, 7<-t>XiKc(i, «F*ftSiir^ 

KsK a&Ks2li, a*fcfcJr*Jflw*T±rtSix*fc 

[ 0 0 3 3] HI 1 3>r>7«:af (W 

±) t^irfl^^&^lCoi^^^o Bf-5§*jif§ 
1(4. i#OBBEr'-^ t^ftftft L"0*4« 
«ftK p ^^^liK o fc *^ fcfls* 
U cn*StS»*- K5 3 JCjSflli-* (T110 
1) o Cft*5lt-C«te4rt*- K5 3<7>*- KBt^Hg 

imgc e 2 lifv? * n-ttiiT 1 '- ^ifiii^a^s 1 o og. 

ESrfT^ (T1102). fiii^*- K«F^il«»JW 
g|*>6 2 (taft^fc'Srfflv^-C-b v v 3 >»K s 1 £±f£L 
(Tl 103) , ^nSrSt&W^Ctiiiti^Ko 

tESttsKBi o<7)WF*a«ww«6 lizmm-tz (t 
1104) o -n^rSitT^iHtftiJWgce 1 (4, of-^- 

K p r ffl^Tft^- U t-y>3 >8K s 1 Sr{#4 (T 1 

1 0 5) o -tn*^aftK s 2 rMLt (T 1 1 0 

6 ) . C^aftK s 2 Sr-tr-y v 3 >SK s 1 rffl^TBf 
-SHLLTHtSffl*- K5 3 U^ffi-4 (T 1 1 0 7 ) o 
K«-9-«fll«iniff 6 2tli, -t 
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•y -> 3 >8K s 1 «:ffl^TBfr*lfc3ilfcaftK s 2 rfl 
■f-L, aSK s 2 r{H (T 1 0 0 8) o fU^/f 

> *v ^iS^fb(w'£*5S&fttEU I D20t7<t>xiKc 
taftK s 2 S:«i»TI»H9-ftL*H5-a«W»«6 1 US 
1i1-4 (T 1 1 0 9) o *-9-ii«MW«6 1 TI4. K s 
2 ^ffl^TBf^ft^n^mglJ IDt7^-t/XiKc4 
a-^-L, HK8UI Dt7^>^*Kc (Till 
0) . CftfcOBfcgUI Di?^>xj|Kc 

70 *>%£fc*aELfcJ:-9U* f§^&^n-ri-£/ilt"C(4 

[0 0 3 4 ] :£UH 1 2 Srlfl^-C Nt 7 

ED 1 2 (Cio^T 5 7 (is BfHHtL*:^ > -r > 7f- 
*£t&*rt1"4^ > -r > y fe$]WMX\ 5 5(i3>7>7 

SOI D^^>f >7ir^«l)t^it^*- K^tf 
ttt*«Lfc«1*«**ftE1W611-C, 5 6(4. =?>-r 

> y 5 7 ^mt&ffiW&^mW I D a: T ^ -tXf 
htztb<r>ii - K • t&#l«i«I/F9CT?*)4o -ii^> Srffl 

*K^i-4o f^-tl 1 t:i 0*-sg-fbSiifc#a«:S 
ML. 3>7 L >-y«^»l 2 £M*)ftm& 1 3T\ »9 
ft*Hfc3 >T>V T"* — ^ t Bff-f-ftSit^:^ * v > -T/U 

^iKslin-^Jl^CPUl 5 U <t '9 IC*-K1 6t 

>r;HK s r^>f>7}SfSl 2 UI£te^-£o 
[ 0 0 3 5] 3>f>7}mi2tilf$n^3/f 

> *y -r- ^ (45MI» 1 3i:J:»)3>f>7 -^14 
50 t ^ >-r >7Bg-^S3 6 twiS^^4o 3>f>7f'3- 

7" 1 4T^/f >7^f'n- KLTU3^Sfi3 0 CSS 

(4 . m *a« -r- ^ if^feigtaco 
taa»492 i-c**siifcaf*srt*>t»-c«*ft-r 

^>o :ctML/:3>f>7at3>f >7 I DrBf 
*iifll *ffl^T#^f&fj|it*i 8t:t&»tS e n>x> 
7 Bg-f-fl 3 6 (iSBf^ft ?iif:^>f >7f-^§^- 
K • filMWl/F»tfrLT3>f >7 I DttiU 
40 3>f>7««5 7i:««?ft4. 

tt*»*««ftB««11 55^)^>T/ 5 7 
dt&fj o n^Bt-^-ft ^l/^/r>7f-nn/t> 
7 I DrSi?^/f> *y«*»3 7^ ? l?E^aiL, Bf^- 
JHf Srffl^Tr? > f>7 I DCit^L/c^ > x > 7ft t 
ttSU I D*-e-n-Tiitttt«**l 8 fc tftBU I D2 Ofrh 

ifrU3/7>77^-/14 i:A*5na*»13 

0 -em* > v- > v tim-tz - 1 **-c § a 0 

50 [0 0 3 6] i/:, MtS«ili*l 8 (4 3 > f- > 7 SrWeff 
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-§Hlrf& t *<n%fe n>-r> vm&m in» < £\ s% 
ffi *« l s i i * Bt ^ S» L tz t v » fc tf> - ft I 

«• L*»U 121 1 2^*fcfl|**4:iUjr, ^>f>7i 

n >ir>y >x >-y £ 

>fc, HI 2(7)3>f >7»«|«W5 7i±, HDDn* 
1*E«^»-C* o *K D V D - R A M-^Si^f-- 7*f 
& r^)^-xi:Mftttoit»fi*!if*«iai 

[0 0 3 7] 1 3 tfflv»-C»8 0*Jt«*lftfllii- 

<h 113^3 >-r >7»T% 68(±3>f>7869 
U^E&L^a-f >-r' y * xt\ 6 7 tillifcO n > -r > V 
me 9 n6 8 0**S:t&«^*«t&«*« 

[ 0 0 3 8 ] Ciife*fflv»-C|*f^S:BiWr&o fttDCa 

ii«)4MII»l 3T\ «f*ftS*L7t3>f->*yr'-^ fc* 

ISfftSlifc^^7>r^aKslin-*;i,CPU 1 5 
UJ: i) IC*-K1 6 "CaHHtStU d-^^CPU 1 
5T?«HHfcSiirt:X * 5 >7)imK s r3/f>7Sf 
§11 2 (H5:^-t^ 0 n >f >ym^l 2 X~VmZittz 
n >f>yT- 9 it»m» i 3 u <£ 0 3>7>7f3- 
^1 4 <h=7>-r >^Bff-?-# 3 SCiSbiUo n > > *y 
t^h-^i >-r> 7 4^3 - KLTftTJ^B 3 0 

UtitS73L"C:J>-r >*y ta»T-*4 0 ^ > -r > V Bff-^Sf 
3 £L&?fe£i?2 1 -CirtSiifcattfcifl^Tai 

COflO-f-v ? Z^^t&^Tj- K6 6 UiSfBLT, m 
^f'/n6 8U4tI&Lfc3>T'> i yai6 9kf$giJI 
D2 0 1-}|a o C t*JRf# L7 l :3>7>78t tftSU I D 

■y * XBg-^fI^4 0 -c&Z&Tz^mZm^xm < >x 
•v * x r t L "C , m^it ?ii/:n>f >7f-n 
tti:'<x I/FSD2 3 £^LT£Et§:3 U6^LA» 
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*i:E»U3 >x > *y *W£1-4»fr*«Mrt-* D E 
tt^S 5 (i&ffl & JifcWBHUtS itfc-y- nCPUl 
Tif^ffiLPC I /U4 Sr4hLT/<* I /FU2 3 &j§ 
LtSif 3>f >7lIfS3 9CAt)t^o COB#n 
>f/7f-^ t t fctlfe4flSitT^4l**ftSiifc* 

KCjJSli LT, >fy 7 7s68 U*tl& Lfc ^ > x > 
7§6 9 tm&l I D 2 0 tf#^>o fit, SBf^-n >x 

> 7 fg-tff-c? 3/r/7f-nfIf Lt^KS 1 3 U 
WLT3/r>7 I D*0*»4-r'-^*BlJlfeL-C3 

> T- > 7f3 - ^* 1 4 (CfziiS-t^o =7 > T" > 7f3 - ^* 

1 4 CiOfn - K?iiJB»«t3 0 tc^bUmKi-^ 
[ 0 0 3 9] Clcoj:o^«figUi-4t, KU 

tiagu i d v^k-hz- 1 xm^-it<D t icffl^fcif&i 

fcttglj IDti4:^^3>f>77 v -^ C 
[0 0 4 0] Kl±KWLfcJ:^U, *f&B^<7)-^J£S« 
ii/:n>r>7f-H fl^i- 4 m-^-ft S ft * 

[0 0 4 1 ] 

4o 
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[0 3 ] -TV * ^feiif - 9 LEfSi-iflMIHi&S 

^•ft-r & Bg-f-sio •> x f - z: fflgt 0 x-h z o 
[0 5 ] *%w<r>m 2 <o^j£f?ij(7)if njjaa^gco -> x-r 

[0 6 ] *l£BJtfifc 3 OjtiBfflOffitt&aftttO -> x -r 
A«*0. 
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[0 11] ^%WW»6 0HtjS«Sr^i--rn y ?0T-& 
[012] TOUiSfyiJ^^i-T-D y ^|DT-*> 

[0 13] *lftBfl<7)«8^*^IJ*^i-7'D y 70-C* 
[l^C)!^] 

1-CPU, 2-;U7 , ')7-/ < 3---±iett, 4-- 
PCI/a, 5-"EfSfSfll» 6---*7F«l»as, 



[0 7] ^%W<O»4<0^tSPIJ<^1f^5!L3S^g(7)->x-f 70 CRT, 8 • • • *W>f EtSSIg , 1 0 ■ • -fv * ^HKtjSr'- 



[0 8] *%W<O*5<a*ltS0|*3:i-7*n y 70T-* 

[09] Bt-^ilM^ffl^Tlt^t&^-r^-T'-i'O^llflX 

[010] B^If«;fflKTj|*5j|t*f->0^") 
JR 19 <75— tflj & 7^1" /c *0 •> - y > x 0T-* Z> o 



1 3---55-HIS. 14-o/T>7f3-y > 
15-n-**CPU, 1 6-IC*-K, 17- 
K s fS-tS, 1 S • ■ - Afetttttt, 1 9 • • • K s Bg-f-S , 
2 0 ID, 2 1 22-KsM 

f§, 2 3 •■•ys'X I /FSC, 2 3 0 
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(54) DATA RECEIVING APPARATUS 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a data receiving 
apparatus that can protect the copyright of contents and 
can listen/view contents even if a work key kw is 
changed even for an information processing apparatus 
such as a PC on which file utility applications run in a 
broadcast data receiving apparatus for receiving 
broadcast data. 

SOLUTION: The data receiving apparatus has a tuner 
1 1 for receiving enciphered contents and an enciphered 
scramble key, a local CPU 15 for deciphering the 
enciphered scramble key by using a work key in an IC 
card 16, a Ks encipher unit 17 for generating an encipher 
key for re-enciphering the deciphered scramble key and 
a decipher key for re-deciphering the re- enciphered 

scramble key in accordance with an identification ID specific to the apparatus 10 and an 
arbitrary random number and for re-enciphering the deciphered scramble key by using the 
encipher key, a key storage area 18 for storing the decipher key, and a bus l/F unit 23 for 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2. **** shows the word which can not be translated. 
3.ln the drawings, any words are not translated. 



CLAIMS 

[Claim(s)] 

[Claim 1]ma data receiver which receives data which is the enciphered data and said data 
decrypts with a data decryption key with which the contents are changed by the passage of 
time, A receiver which receives said data which has the following composition, and which was 
enciphered by the 1st encryption key, And it is connected with a decoder which decrypts at 
least one side of said data decryption key enciphered by said data and the 2nd encryption key 
which were received, It has a code machine which re-enciphers said decrypted data or said data 
decryption key with a re-enciphering key, and it is connected with said code machine and at 
least one side is memorized to a storage among said re-enciphered data and said re- 
enciphered data decryption key. 

[Claim 2]ln the data receiver according to claim 1, have further the multiplexing machine 
connected with said code machine, and said decoder, Decrypt said data decryption key and 
said code machine, encipher said decrypted data decryption key and said multiplexing machine 
matches said re-enciphered data decryption key and said received data - said - said matched 
data decryption key which was re-enciphered and said data are memorized to said storage. 
[Claim 3]ln the data receiver according to claim 2, said code machine generates a re-decode 
key which decodes said data decryption key enciphered with the code machine concerned, 
associates said re-enciphered data decryption key and said decode key of each other, and 
memorizes them to the 2nd storage. 

[Claim 4]ln the data receiver according to claim 2, have further the 1st eliminator and 2nd 
eliminator that were connected to said receiver, and said receiver, Receive and transmit 
information containing said enciphered data and said enciphered data decryption key said 1st 
eliminator, Divide said transmit information into said data and said data decryption key, decrypt 
said separated data, transmit to a display and said 2nd eliminator, Said transmit information is 
divided into said data and said data decryption key, said separated data decryption key is 
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transmitted to said decoder, and said separated data is transmitted to said multiplex machine. 
[Claim 5]mthe data receiver according to claim 2, said re-enciphering key created based on 
identification information which identifies the data receiver concerned is used for said code 
machine. 

[Claim 6]mthe data receiver according to claim 5, said re-enciphering key based on a random 
number by which it is further generated with a random number generator is used for said code 
machine. 

[Claim 7]mthe data receiver according to claim 2, it has an interface unit further connected with a 
processing unit which has said decoder, and said re-enciphering key created based on 
identification information which identifies said processing unit is used for said code machine. 
[Claim 8]inthe data receiver according to claim 7, said re-enciphering key based on a random 
number by which it is further generated with a random number generator is used for said code 
machine. 

[Claim 9]ln the data receiver according to claim 2, the data receiver concerned has said storage 
further. 

[Claim 10]ln the data receiver according to claim 2, the data receiver concerned is connected 
with said storage via a bus. 

[Claim 1 1]ln the data receiver according to claim 2, further according to an input from a user of the 
data receiver concerned, It has an output machine which is connected with the 2nd decoder 
that decrypts said data which decrypted said data decryption key enciphered with said code 
machine, and was memorized by said storage using said decrypted data decryption key, and 
said 2nd decoder, and outputs said decrypted data. 

[Claim 12]mthe data receiver according to claim 1, said decoder, Decrypt said received data 
and said code machine, The 2nd decode key for enciphering said decrypted data and 
decoding said enciphered data is generated, to said storage, said 2nd decode key of each 
other is related with the 2nd storage, and said data enciphered with said code machine is 
memorized. 

[Claim 13]ln the data receiver according to claim 12, have further the 1st eliminator and 2nd 
eliminator that were connected to said receiver, and said receiver, Receive and transmit 
information containing said enciphered data and said enciphered data decryption key said 1st 
eliminator, Said transmit information is divided into said data and said data decryption key, 
said separated data is decrypted, and it transmits to a display, and said 2nd eliminator divides said 
transmit information into said data and said data decryption key, and transmits said separated 
data to said decoder. 

[Claim 14]mthe data receiver according to claim 12, said re-enciphering key created based on 
identification information which identifies the data receiver concerned is used for said code 
machine. 
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[Claim 15]mthe data receiver according to claim 14, said re-enciphering key based on a 
random number by which it is further generated with a random number generator is used for 
said code machine. 

[Claim 16]mthe data receiver according to claim 12, it has an interface unit further connected 
with a processing unit which has said decoder, and said re-enciphering key created based on 
identification information which identifies said processing unit is used for said code machine. 
[Claim 17]mthe data receiver according to claim 16, said re-enciphering key based on a 
random number by which it is further generated with a random number generator is used for 
said code machine. 

[Claim 18]ln the data receiver according to claim 12, the data receiver concerned has said storage 
further. 

[Claim 19]ln the data receiver according to claim 12, the data receiver concerned is connected 
with said storage via a bus. 

[Claim 20]ln the data receiver according to claim 12, it has the 2nd interface unit linked to the 
2nd processing unit that has said 2nd storage. 

[Claim 21]ln the data receiver according to claim 12, further according to an input from a user 
of the data receiver concerned, It has an output machine which is connected with the 2nd 
decoder that decrypts said data memorized by said storage using said 2nd decode key, and 
said 2nd decoder, and outputs said decrypted data. 

[Claim 22]inthe data receiver according to claim 1, said receiver receives broadcast information which 
the contents are changed for every said enciphered data which is broadcast from a 
broadcasting station, and given period, and contains an enciphered data decryption key, 
[Claim 23]ln the data receiver according to claim 1, said 1st encryption key is said 2nd encryption 
key. 

[Claim 24]ln a data reproduction apparatus with which it is the enciphered data and said data 
reproduces data decrypted with a data decryption key with which the contents are changed by 
the passage of time,A means which reads said data decryption key enciphered with said data 
enciphered with the 1st encryption key, and the 2nd encryption key from a storage which has 
the following composition, A means to decrypt read data using 3 means to decrypt said data 
decryption key, and said decoded data decryption key, and a means to output said decrypted 
data. 

[Claim 25]ln the data receiver according to claim 3, it has the 2nd interface unit further 
connected with the 2nd processing unit that has said 2nd storage. 

[Claim 26]mthe data receiver according to claim 25, said 2nd interface unit transmits and 
receives said re-decode key stored in said 2nd storage using encryption communication. 
[Claim 27]mthe data receiver according to claim 20, said 2nd interface unit transmits and 
receives said re-decode key stored in said 2nd storage using encryption communication. 
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[Claim 28]ln the data receiver according to claim 1, it is connected with said code machine, 
have further, a key storage which memorizes one or more keys, and said code machine, At 
least one side is re-enciphered among said decrypted data and said decrypted data decryption 
key using at least one of keys memorized by said key storage, At least one side is associated 
among a key used for said re-encryption, said said re-enciphered data, and said re-enciphered 
data decryption key, and at least one side is stored in said storage among said said re- 
enciphered data and said re-enciphered data decryption key. 

[Claim 29]ln the data receiver according to claim 1, said code machine re-enciphers said data 
decrypted at least. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the lnvention]This invention relates to the information processor which has a data 
receiver which receives the enciphered contents, and its data receiver. It is related with the 
information processor which has a data receiver which receives digital broadcasting data and 
the data transmitted via the network also especially in it, and its data receiver. A television set 
(tuner), a VCR, a set top box, etc. are contained in a data receiver. A personal computer, a 
workstation, and a cellular phone are contained in an information processor. 
[0002] 

[Description of the Prior Art]ln recent years, data distribution which provides a user with the 
enciphered image or sound content by electronic distribution using satellite broadcasting etc. is 
performed. "BS-digital-broadcasting restricted reception system" The method of the limited 
reception in BS digital broadcasting is described by ARIB-STD-B25. The restricted reception 
system which receives the enciphered data in BS digital broadcasting which is this descriptive 
content is shown in drawing 2. 

[0003]Data flow is explained using this drawing 2 . First, contents, such as an image and a 
sound, are enciphered using scramble key Ks102 with the contents code machine 101. 
Scramble key Ks102 is enciphered using the work key 103 with the code machine 106, and 
work key Kw103 and the contract information 104 are enciphered using master key Km105 
with the code machine 107. These enciphered contents, the scramble key Ks and the work key 
Ks, and contract information are multiplexed with the multiplex machine 108, and are 
distributed to a receiver. It separates into the contents, the scramble key Ks and the work key 
Kw which were enciphered using the eliminator 118, and contract information in the receiver 
120. The work key Kw and contract information which were enciphered are decoded using the 
master key 1 15 with the decoder 117, and acquire and save the work key Kw and the contract 
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information 114. The enciphered scramble key is decoded using the work key Kw with the 
decoder 116, and obtains the scramble key Ks. It judges whether it can view and listen to the 
enciphered contents by the viewing-and-listening judging device 119 using the contract 
information 119, and if possible, it will be decrypted using the scramble key Ks with the 
contents decoder 111. Although it is enciphered and is received by all the receivers, the 
scramble key Ks is data for every receiver, and it is enciphered with the unique master key Km 
for every receiver, and it cannot decrypt the work key Kw and contract information here except 
other receivers. Since Kw required in order to decrypt the scramble key Ks is not obtained, the 
contents a contract of is not made [ whether it carried out and ] can be received. Although the 
master key Km is not changed, the work key Kw will be changed from the time of a contract, 
and a year half [ about ] in about one year, and the scramble key Ks will be updated per about 
several seconds. For this reason, even if the work key Kw of the contents a contract of is not 
made was found, when the scramble key Ks is found for about one year, viewing and listening 
only about several seconds is only impossible. The decoder 116 of drawing 2 , the decoder 
117, the master key 115, the contract information 114, and the viewing-and-listening judging 
device 119 are realized by the IC card. 

[0004]The receiving board of BS digital broadcasting connectable with a personal computer 

(PC) exists like drawing 3 . 

[0005] 

[Problem(s) to be Solved by the lnvention]ln recording contents, the following problems arise. 
Although the case where this problem is shown in drawing 3 is explained to an example, even 
when a receiving board is in the information processor containing PC, and it is a television set, 
a set top box, and a VCR, the same problem arises. 

[0006]lt is as follows when the receiving board of BS digital broadcasting is connected to a 
personal computer (PC) like drawing 3 , and PC realizes a recording machine. The digital data 
received with the tuner 1 1 separates scramble key Ks and the work key Kw which were 
enciphered with the eliminator 13, and contract information, and is sent to IC card 16 by local 
CPU15 via the local bus 24. In IC card 16, as mentioned above, the work key Kw and contract 
information are saved and the enciphered SUKURAMPURU key Ks is decrypted. And the 
scramble key Ks is sent to the contents decoder 12, and the enciphered contents are 
decrypted. The decrypted contents are decoded by the contents decoder 14, and are outputted 
to the output units 30, such as a monitor and a loudspeaker. At this time, carrying out a direct 
output to the display control 6 of PC instead of the output unit 30 is also considered. In order to 
record on the memory storage 5 like HDD of PC, the contents separated with the eliminator 13 
are sent to the bus l/F part 23 from the local bus 24, and it is stored in the main memory 3 via 
the bus bridge 2 via PCI bus 4 which is an internal bus of PC. It is stored in the memory 
storage 5 by CPU1 when contents are accumulated to some extent in the main memory 3. 
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Here, the contents stored in the memory storage 5 are not enciphered, but if the application 
which performs a file operation is used, a copy will be made simply and protection of the 
copyright of contents will become difficult. 

[0007]ln order to protect the copyright of contents, while contents and the scramble key Ks had 
been enciphered, when it stores in the memory storage 5 and reproduces, it is possible to 
decode a code, but this, Since the work key Kw will be changed in about one year after half a 
year as mentioned above, after recording, when time passes, there is a problem said that it will 
become impossible to view and listen to contents. 
[0008] 

[Means for Solving the Problem]The purpose of this invention is to provide a data receiver and 
an information processor which can manage contents with a suitable storage or memory 
storage by the televiewer side, aiming at protection of rights, such as an author of contents. 
[0009]This invention is the enciphered data in order to attain this purpose, It is considered as a data 
object which said data decrypts with a data decryption key with which the contents are 
changed by the passage of time, At least one side of said data decryption key which received 
said data enciphered by the 1st encryption key, and was enciphered by said data and the 2nd 
encryption key which were received is decrypted, Said decrypted data or said data decryption 
key is enciphered with a re-enciphering key, it is connected with said code machine and said 
enciphered data or said data decryption key is memorized to a storage. 
[0010]Reproducing data memorized by storage is also included in this invention. 
[0011] 

[Embodiment of the lnvention]Next, the example of this invention is described in detail using a 
drawing. Drawing 1 is a block diagram showing one information processor of this invention. It 
is Ks code machine with which 19 re-enciphers a scramble key in drawing 1, 20 is a 
discernment ID storing region which stores discernment ID (Identifier) which is every data 
receiver 10 or the unique identification information for every information processor, 21 is a 
random number generator made to generate a random number, and 18 is a key storing region 
which stores the key which decrypts the scramble key enciphered with ID and Ks code 
machine 19 of contents. 22 is a Ks multiplex machine which multiplexes to the contents which 
are having the re-enciphered scramble key Ks enciphered. 17 is a decoder which decodes the 
re-enciphered scramble key Ks. 

[0012]An information processor is provided with the following. 

The data receiver 10 which receives data and performs decryption and re-encryption. 
The output unit 30 for viewing and listening to data. 
The information processor body which performs information processing. 
CRT(Cathode-Ray Tube) 7 for displaying. 

CRT7 may be other displays which display the data of a liquid crystal display, a plasma 
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display, an EL display, etc. 

[0013]CPU(Central Processing Unit) 1 for an information processor body to perform data 
processing, It has the display control 6 for controlling the memory storage 5 (for example, HDD 
etc.) and the display which remember data and a program to be the main memory 3 which 
memorizes data and a program, and the bus bridges (for example, RAM (Random Access 
Memory) etc.) 2. The data receiver 10, CPU1, the main memory 3, the bus bridge 2, the 
memory storage 5, and the display control 6 are mutually connected by PCI (Peripheral 
Component Interconnect) bus 4. The memory storage 5 may be a storage possible [ writing ] 
or rewritable like a floppy (registered trademark) disk, CD-R, CD-RW, DVD-R, DVD-RW, DVD- 
RAM, and MO. The memory storage just memorizes data and information. 
[001 4] An information processor contains a cellular phone besides PC and a workstation. 
[0015]The tuner 11 for the data receiver 10 to receive broadcast data, The eliminator 13 
divided into the contents decoder 12 which decrypts the enciphered contents, and the 
scramble key Ks enciphered as the contents which had broadcast data enciphered, The 
contents decoder 14 which decodes contents, and local CPU 15 for performing data 
processing, IC card 16 which the work key Kw and contract information are memorized, and 
decrypts the scramble key Ks enciphered by the work key Kw, The key storing region which 
memorizes the decoder 17 which decrypts the re-enciphered scramble key Ks, and the key 
and content ID for decrypting the re-enciphered SUKURAMPURU key Ks, Ks code machine 19 
which re-enciphers the scramble key Ks, and the discernment ID storing region 20 which 
stores discernment ID, It has the random number generator 21 which generates a random 
number, the Ks multiplex machine 22 multiplexed to the contents which had the re-enciphered 
scramble key Ks enciphered, and the bus l/F part 23 for interfacing with PCI bus 4. These 
each apparatus is mutually connected by the local bus 24. The tuner 1 1 may be a receiver 
which receives the data transmitted via the network like the modem or TA. IC card 16 is 
separable from the data receiver 10 (attachment and detachment). Although it is preferred that 
IC card 16 memorizes as for the work key Kw, it may be memorized by other recording media 
(for example, CD-ROM, DVD-ROM, etc.), and may be memorized by the accessible server 
with a network. When the work key Kw is memorized by the server, the work key Kw is 
acquired via a network. 

[0016]Next, the contents of processing of an information processor are explained. First, the 
work key Kw and contract information assume that it is saved beforehand at IC card 16. The 
case where contents are recorded first is explained. It separates into the scramble key Ks 
enciphered as the contents which had the broadcast data which received the broadcast data 
(program) enciphered by the tuner 11, and was received with the eliminator 13 through the 
contents decoder 12 enciphered. The separated scramble key Ks which was enciphered 
transmits the scramble key Ks which was decrypted by local CPU 15 with the work key Kw by 
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IC card 16, and was decrypted by local CPU 15 to Ks code machine 19. In Ks code machine 
19, with the random number which was stored in the discernment ID storing region, and was 
generated with discernment ID which is the unique identification information for every data 
receiver 10, and the random number generator 21, are and it enciphers. The content ID which 
shows the re-enciphered thing which specified by CPU1 is transmitted to Ks code machine 19 
via the bus bridge 2 and the bus l/F part 23. The scramble key Ks which re-enciphered Ks 
code machine 19 as content ID as re-encryption is performed is transmitted to the Ks multiplex 
machine 22. Ks code machine 19 makes a pair the key and content ID which are used when 
decoding the re-enciphered SUKURAMPURU key Ks, and stores them in the key storing 
region 18. With the Ks multiplex machine 22, the scramble key Ks re-enciphered as content ID 
is multiplexed, and it transmits to the bus l/F part 23. In a bus l/F part, if this multiplexed data is 
transmitted to the main memory 3 via PCI bus 4 and the bus bridge 2 and data accumulates in 
the main memory 3 to some extent, it stores in the memory storage 5, such as HDD, by CPU1. 

[0017]The case where the recorded contents are reproduced is explained. The multiplexed 
data which was stored in the memory storage 5 is read by CPU1, and is inputted into the 
contents decoder 12 through the bus l/F part 23 via PCI bus 4. The multiplexed data separates 
the scramble key Ks enciphered with the eliminator 13, and sends it to local CPU15. In local 
CPU15, a check of the content ID which shows having re-enciphered will transmit the scramble 
key Ks enciphered as content ID to the Ks decoder 17. The Ks decoder 17 reads the key for 
decoding the re-enciphered scramble key Ks corresponding to origin for content ID from the 
key storing region 18, and decrypts the re-enciphered scramble key Ks using this key and 
discernment ID. Local CPU 15 receives this scramble key Ks, sets it as the contents decoder 
12, and decrypts the enciphered contents. After being decoded by the contents decoder 14, 
these decoded contents are sent to the output unit 30, and it can view and listen to them. 
[0018]By thus, the thing for which it re-enciphers using discernment ID peculiar to a data 
receiver, and the scramble key Ks is multiplexed with contents, and is recorded with contents 
enciphered. Since discernment ID differs and the scramble key Ks cannot be decoded even if 
a metaphor file is copied, and it is going to reproduce with other information processors and 
data reproduction apparatus, protection of the copyright of contents is attained. The restriction 
of the key stored in the key storing region 18 by the time in the case of reproducing, since it is 
not updated is also lost. Next, Ks code machine 19 which is the feature of this invention is 
explained in detail using drawing \4. It is a scramble key Ks register in which 41 stores the 
scramble key Ks in drawing 4 , 42 is a content ID register which stores ID of contents, and 45 is 
a scramble key cryptopart which re-enciphers the scramble key Ks, 46 is a decode key 
generation part which generates the key for decoding the enciphered scramble key, 47 is an 
encryption key generation part which generates the key which enciphers the scramble key Ks, 
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and 48 is a synchronizer which compounds the scramble key Ks re-enciphered as content ID. 
Ks code machine 19 is provided with the following. 
Scramble key Ks register 41 . 
Content ID register 42. 
Storing control section 43. 

The scramble key cryptopart 45, the decode key generation part 46, the encryption key 
generation part 47, and the synchronizer 48. 

[0019]Next, the contents of processing are explained using these. The scramble key Ks 
decrypted by the IC card is set to the scramble key register 41 by local CPU 15, and content ID 
is set to the content ID register 42 by CPU1. In the encryption key generation part 47, the key 
for performing a predetermined operation to the random number generated with discernment 
ID and the random number generator 21, and enciphering by them is obtained. The key for 
[ this ] enciphering is sent to the scramble key cryptopart 45, enciphers the scramble key Ks 
stored in the scramble key register 41, and is sent to the synchronizer 48. In the synchronizer 
48, the enciphered scramble key Ks and the content ID stored in the content ID register 42 are 
compounded, and it sends to the Ks multiplex machine 22. Here, since it is not enciphered, 
content ID can be checked by CPU1 . Thereby, when reproducing, the content ID of the 
multiplexed data which is recorded can be checked. In the decoder generation part 46, the key 
for performing and decrypting a predetermined operation by the random numbers generated 
with discernment ID and the random number generator 21 is obtained. In the storing control 
section 43, the key and content ID for [ this ] decrypting are made into a pair, and it stores in 
the key storing region 18. 

[0020]This invention is not restricted when receiving the broadcast data transmitted via the 
broadcasting electric-wave, but when receiving the data transmitted via networks (the Internet, 
a Local Area Network, etc.), or also when receiving the data transmitted from other information 
processors, it can be applied. 

[0021]Next, the 2nd example is described using drawing 5 . In drawing 5 , 31 is an eliminator for 
reproduction used when reproducing contents, and 32 is an eliminator for record used when 
recording contents. In the 1st example, decryption of the contents enciphered in order to 
transmit contents, while recording contents and it had been enciphered was not performed. 
That is, the contents decoders 12 are contents enciphered and, naturally cannot make the data 
transmitted to the eliminator 13 without operating decode by the contents decoder 14. That is, 
it cannot view and listen to contents during record. Then, viewing and listening of the contents 
under record is enabled by having independently the eliminator 31 for reproduction, and the 
eliminator 32 for record in the business of drawing 5 . 

[0022]As contents of processing, it is as follows. In the eliminator 31 for reproduction, the 
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enciphered scramble key Ks is separated, the scramble key Ks is decoded by an IC card by 
local CPU 15, and the contents which set it as the contents decoder 12 and were enciphered 
are decoded. Therefore, since the contents sent from the eliminator 31 for reproduction are 
decoded, it can decode by the contents decoder 14 and viewing and listening becomes 
possible. In the eliminator for record, since the contents decoded are unnecessary, they 
become recordable to the memory storage 5 by separating the contents which received data 
and were enciphered from the output of the tuner, and transmitting to the Ks multiplex machine 
22. 

[0023]Next, the 3rd example is described using drawing 6 . In drawing 6 , 52 is a dismountable 
scramble key code decoding card with the function of the Ks decoder 17 in the 1st and 2nd 
example, Ks code machine 19, the discernment ID storing region 20, and the random number 
generator 21 and the key storing region 18. The scramble key code decoding card 52 is 
connected to the local bus 24 via the card l/F part 51, Since the scramble key Ks and content 
ID which were re-enciphered are also connected to the Ks multiplex machine 22 via the card 
l/F part 51, access of the Ks decoder 17 and Ks code machine 18 can be performed like the 
1st and 2nd example. The scramble key code decoding card 52 is separable from the data 
receiver 10 (attachment and detachment). As for discernment ID, it is preferred to use unique 
ID every scramble key code decoding card 51. By this the multiplexed data which was 
recorded, for example on the memory storage 5, If it is the information processor which is 
copied to DVD-RAM, CD-R, and the external storage 8 like CD-RW and by which the scramble 
key code decoding card 51 is connected with this external storage 8 in the data receiver 10 of 
this invention, viewing and listening of contents will be attained with other information 
processors. Reducing the number of sheets of a card by building the function of the scramble 
key code decoding card 51 in IC card 16 is also considered easily. 

[0024]Next, the 4th example is described using drawing 7 . In drawing 7 , 34 is a contents code 
machine which re-enciphers contents, and 35 is a re-code contents decoder which decodes 
the re-enciphered contents. 

[0025]First, the case where contents are recorded is explained. The broadcast data (program) 
enciphered by the tuner 11 is received, and it separates into the scramble key Ks enciphered 
as the contents enciphered with the eliminator 13 through the contents decoder 12. The 
separated scramble key Ks which was enciphered sets the scramble key Ks which was 
decrypted by local CPU15 by IC card 16, and was decrypted by local CPU15 as the contents 
decoder 12. The contents decoded with the contents decoder 12 are sent to the contents 
decoder 14 and the contents code machine 34 by the eliminator 13. Contents are decoded by 
the contents decoder 14, and it outputs to the output unit 30, and can view and listen to 
contents. In the contents code machine 34, with the random number generated with 
discernment ID which is the unique identification information for every data receiver, and the 
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random number generator 21, are and it enciphers. 

[0026]The content ID which shows the re-enciphered thing which specified by CPU1 is 
transmitted to the contents code machine 34 via the bus bridge 2 and the bus l/F part 23. The 
contents which re-enciphered the contents code machine 34 as content ID as re-encryption is 
performed are transmitted to the bus l/F part 23. The contents code machine 34 stores the key 
and content ID which are used when decoding the re-enciphered contents in the key storing 
region 18. In a bus l/F part, if this multiplexed data is transmitted to the main memory 3 via PCI 
bus 4 and the bus bridge 2 and data accumulates in the main memory 3 to some extent, it 
stores in the memory storage 5, such as HDD, by CPU1. The case where the recorded 
contents are reproduced is explained. The re-enciphered data which was stored in the memory 
storage 5 is read by CPU1, and is inputted into the re-code contents decoder 35 through the 
bus l/F part 23 via PCI bus 4. The contents which read the key corresponding to content ID 
from the key storing region 18 at this time, and were re-enciphered are decoded, it inputs into 
the eliminator 13, the excessive data of content ID etc. is deleted, and it transmits to the 
contents decoder 14. It is decoded by the contents decoder 14, is sent to the output unit 30, 
and can view and listen. It is also possible to communalize the contents decoder 12 and the re- 
code contents decoder 35 by making the same as an algorithm in case a broadcasting 
organization enciphers contents the cryptographic algorithm used with the contents code 
machine 34. Thus, since it is enciphered, the contents stored in the memory storage 5 also in 
this example have the same effect as the 1st example. 

[0027]By according to the 1st - the 4th example of this invention, decoding the enciphered key 
which decodes the contents enciphered in the device which receives broadcast data, and re- 
enciphering, as explained above. Also in information processors, such as PC in which the 
application which can store the contents enciphered by memory storage and can perform a file 
operation operates, Even if protection of the copyright of contents is possible and the work key 
kw is changed, the data receiver which can view and listen to contents can be provided. With 
[ the function which decodes the enciphered key which decodes the enciphered contents and 
is re-enciphered ] removal or a possible structure, viewing and listening of contents is attained 
also with another data processing device. 

[0028]The above 1st - the 4th example can be combined mutually. Even if the above 1st - 
processing of each apparatus of the 4th example are performed by hardware, they are carried 
out more, and they may be performed by a program (software). And a program may be 
memorized by storages (for example, a floppy disk, CD-ROM, DVD-ROM, MO, etc.), and may 
be memorized by the accessible server via a network. When a program is memorized by the 
server, it can download via a network. 

[0029]The effect that contents are manageable with a suitable storage and memory storage by 
the televiewer side is done so, aiming at protection of rights, such as an author of contents, 
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since it can move in the state where the enciphered contents cannot be decrypted according to 
an above embodiment. 

[0030]Next, the 5th example is described using drawing 8 . In drawing 8 , 53 is a dismountable 
key storing card with the function of key storing region [ in the 4th example ] 18, and 
discernment ID20. Since it is connected to the contents code machine 34 and the re-code 
contents decoder 35 via card I/F54, the key storing card 53 can perform access of the contents 
code machine 34 and the re-code contents decoder 35 like the 4th example. If discernment 
ID20 is set to unique ID every key storing card 53 as the 3rd example explained, For example, 
the multiplexed data which was recorded on the memory storage 5, If it is PC which is copied 
to the external storage 8 like DVD-RAM and by which the key storing card 53 is connected with 
this external storage in the digital broadcasting data transfer processor 10 of this invention, 
other PCs of attain [ viewing and listening of contents ] are clear. 
[0031]Next, the 6th example is described using 11 from drawing 9 . Composition is first 
explained using drawing 9 . In drawing 9 , when 61 and 62 exchange data via card I/F54, 
respectively, they are the encryption communication control sections by the side of the digital 
broadcasting data transfer processor 10 which controls encryption communication, and they 
are the card encryption communication control sections by the side of the key storing card 53. 
It is possible to get to know a key because the information on a key is exchanged by card l/F in 
the example of the 3rd and 5 which carried out point **, are standardized when the protocol of 
card l/F is known, and a user generally does the probe of the signal when it can obtain. Then, 
a user is prevented from the information on a key, etc. coming to hand simply by enciphering 
the data which the encryption communication control section 61 and a card encryption 
communication control section are used between the card l/F part 54 and the key storing card 
53, and is carried out. 

[0032]The procedure in the case of storing a key is explained using drawing 10 . Ko is a key 
used when enciphering data by the public key of a public key system here, Kp is a key used 
when decoding the data enciphered with the secret key of the public key system, and Kc is a 
contents key used when decoding the re-enciphered contents data which was described in the 
4th example. The encryption communication control section 61 creates the key storing 
directions having contained own authentication data, the secret key Kp currently held 
beforehand, and a pair of public key Ko, and transmits this to the key storing card 53 (T1001). 
In response, the card encryption communication control section 62 of the key storing card 53 
attests the digital broadcasting data transfer processor 10 (T1002). And the card encryption 
communication control section 62 generates session key Ks1 using a random number etc. 
(T1003), and it enciphers using Ko contained in key storing directions, and it transmits this to 
the encryption communication control section 61 of the digital broadcasting data transfer 
processor 10 which is a transmitting agency (T1004). In response, the encryption 
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communication control section 61 decodes session key Ks1 enciphered using the secret key 
Kp currently held beforehand, and obtains session key Ks1 (T1005). And random number Ks2 
is generated (T1006), this random number Ks2 is enciphered using session key Ks1, and it 
transmits to the key storing card 53 (T1007). In the card encryption communication control 
section 62 of the key storing card 53, random number Ks2 enciphered using session key Ks1 
is decoded, and random number Ks2 is obtained (T1008). And discernment ID20 [ required for 
encryption of contents ] is enciphered using random number Ks2, and it transmits to the 
encryption communication control section 61 (T1009). Discernment ID enciphered using Ks2 is 
decoded in the encryption communication control section 61, When obtaining discernment ID 
(T1010) and decoding content ID and contents from the contents code machine 34, the 
required license key Kc is obtained (T101 1), these are enciphered using session key Ks1, and 
it transmits to the key storing card 53. And it decrypts using Ks1 by the card encryption 
communication control section 62 of the key storing card 53, content ID and the license key Kc 
are obtained, and these are stored in the key storing region 18. Thus, discernment ID required 
for decoding of contents, content ID, and the license key Kc, It is enciphered, and takes and 
carries out, and also the data enciphered since session key Ks1 used for these codes and 
random number Ks2 were generated using a random number etc. turns into data which is 
different each time, and it becomes difficult to get to know a key only by carrying out the probe 
of the signal. 

[0033]The procedure in the case of obtaining the key which decodes contents (reproduction) 
using drawin g 1 1 is described. The encryption communication control section 61 creates the 
key transmission instruction having contained own authentication data, the secret key Kp 
currently held beforehand, and a pair of public key Ko, and transmits this to the key storing 
card 53 (T1 101). In response, the card encryption communication control section 62 of the key 
storing card 53 attests the digital broadcasting data transfer processor 10 (T1102). And the 
card encryption communication control section 62 generates session key Ks1 using a random 
number etc. (T1103), and it enciphers using Ko contained in key storing directions, and it 
transmits this to the encryption communication control section 61 of the digital broadcasting 
data transfer processor 10 which is a transmitting agency (T1 104). In response, the encryption 
communication control section 61 decodes session key Ks1 enciphered using the secret key 
Kp currently held beforehand, and obtains session key Ks1 (T1105). And random number Ks2 
is generated (T1106), this random number Ks2 is enciphered using session key Ks1, and it 
transmits to the key storing card 53 (T1 107). In the card encryption communication control 
section 62 of the key storing card 53, random number Ks2 enciphered using session key Ks1 
is decoded, and random number Ks2 is obtained (T1008). And discernment ID20 and the 
license key Kc required for decryption of contents are enciphered using random number Ks2, 
and it transmits to the encryption communication control section 61 (T1109). In the encryption 
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communication control section 61, discernment ID and the license key Kc which were 
enciphered using Ks2 are decoded, discernment ID and the license key Kc are obtained 
(T1 110), these discernment ID and license keys Kc are sent to the re-code contents decoder 
35, and contents are decrypted. As point ** was carried out also in this case, it becomes 
difficult to get to know a key only by carrying out the probe of the signal. 
[0034]Next, the 7th example is described using drawing 12 . It is a contents storing region 
which stores the contents data which enciphered 57 in drawing 12 , 55 is the function of a key 
storing card to exchange discernment ID and a contents key using the encryption 
communication explained in the 6th example to a contents storing region the memory storage 
with a key storing region provided, and 56, They are the card and storing region l/F part for 
accessing the contents storing region 57, a key storing region, and discernment ID. Operation 
is explained using these. The case where contents are recorded first is explained. The 
program enciphered by the tuner 1 1 is received and it separates into the scramble key Ks 
enciphered as the contents data enciphered with the eliminator 13 through the contents 
decoder 12. The separated scramble key Ks which was enciphered sets the scramble key Ks 
which was decrypted by local CPU 15 by IC card 16, and was decrypted by local CPU 15 as the 
contents decoder 12. 

[0035]The contents data decoded with the contents decoder 12 is sent to the contents decoder 
14 and the contents code machine 36 by the eliminator 13. Contents are decoded by the 
contents decoder 14, and it outputs to the output unit 30, and can view and listen to contents. 
In the contents code machine 36, with the random number generated with this and the random 
number generator 21 , discernment ID20 which is the unique identification information for every 
direction transmitted-and-received-data transmission processing unit is acquired using 
encryption communication, and it enciphers [ are and ]. The contents key and content ID which 
were generated here are written using encryption communication, and it stores in the storing 
region 18. The contents code machine 36 is stored in the contents area 57 with content ID via 
a card and a storing region l/F part in the re-enciphered contents data. The re-code contents 
decoder 37 reads the contents data and content ID which were stored in the contents storing 
region 57 of the memory storage 55 with a key storing region when decoding and which were 
enciphered, The contents key and discernment ID corresponding to content ID are read from 
key storing region 18 and discernment ID20 using encryption communication, respectively, and 
the enciphered contents data is decoded. And the decrypted contents data is inputted into the 
contents decoder 14 via the eliminator 13, is outputted with the output unit 30, and can view 
and listen to contents. 

[0036]lf contents are re-enciphered, the contents key of the key storing region 18 increases 
each time, but since the key storing region 18 has only limited capacity, it may fill. It is 
inconvenient to manage a key storing card by two or more sheets then, and for a user to 
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manage. However, if composition like drawing 12 is taken, the above problems decrease by 
deciding the capacity of a key storing region suitably with the capacity of the field which stores 
contents, and since there are always contents and a key together, need to divide a key and 
contents, and it is not necessary to manage them, and is convenient for a user, every contents 
which relates contents data with one contents key for every group of a certain, or divides a 
contents storing region for every unit of a certain, and is stored there - related figure **** - it is 
also possible to reduce the capacity of a key storing region by things. The contents storing 
region 57 of drawing 12 can be considered as memory storage with a key storing region 
because are HDD and a semiconductor memory device, or DVD-RAM and magnetic tape also 
attach an electrode etc. to the case of media and give a key storing region and discernment ID 
to it. 

[0037]Next, the 8th example is described using drawing 13 . It is a contents key used when 69 
decodes enciphered content in drawing 13 , 68 is a key index corresponding to the contents 
key 69, 67 is a key storing region which stores two or more contents keys 69 and the pair of 
the key index 68, and 40 is a key-index code decoder which enciphers or decrypts a key index. 

[0038]Operation is explained using these. The case where contents are recorded first is 
explained. The program enciphered by the tuner 1 1 is received and it separates into the 
scramble key Ks enciphered as the contents data enciphered with the eliminator 13 through 
the contents decoder 12. The separated scramble key Ks which was enciphered sets the 
scramble key Ks which was decrypted by local CPU15 by IC card 16, and was decrypted by 
local CPU 15 as the contents decoder 12. The contents data decoded with the contents 
decoder 12 is sent to the contents decoder 14 and the contents code machine 38 by the 
eliminator 13. Contents are decoded by the contents decoder 14, and it outputs to the output 
unit 30, and can view and listen to contents. The key index which decides which [ of the 
contents key which has two or more key storing regions 67 in the contents code machine 38 
using the random number generated with the random number generator 21 ] to use is 
generated, This key index is transmitted to the key storing card 66 using encryption 
communication, and contents key 69 and discernment ID20 corresponding to the key index 68 
is obtained. Contents data is enciphered using the contents key and discernment ID which 
were acquired here, A key index is enciphered using the specific key which is the key-index 
code decoder 40, and with the enciphered contents data, it transmits to the main memory 3 via 
the bus l/F part 23, and, eventually, stores in the memory storage 5 or the external storage 8. 
In a key-index code decoder. Since it will become the same data if the result enciphered as 
enciphering with a certain specific key also has the the same key index, if the redundant data 
of a random number etc. is attached to a key index and it enciphers, a possibility that results 
will also differ and a key index will be decoded will become low. Next, the case where the 
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recorded contents are reproduced is explained. The re-enciphered data which was stored in 
the memory storage 5 is read by CPU1, and is inputted into the re-code contents decoder 39 
through the bus l/F part 23 via PCI bus 4. A key index is decoded for the enciphered key index 
which is stored with contents data at this time with a specific key with the key-index code 
decoder 40, and a key index is obtained. And a key index is transmitted to a key storing card 
using encryption communication, and contents key 69 and discernment ID20 corresponding to 
the key index 68 is obtained. And contents data is decoded with a re-code contents decoder, it 
inputs into the eliminator 13, the excessive data of content ID etc. is deleted, and it transmits to 
the contents decoder 14. It is decoded by the contents decoder 14, is sent to the output unit 
30, and can view and listen. 

[0039]When it enciphers since it is not necessary to add a new contents key to a key storing 
card, if it has such composition, and it stores contents, even if the number of contents 
increases, a key storing card does not have a fear of increasing -- a user - one sheet — since 
what is necessary is just to only carry out card management, management of a key becomes 
easy and is convenient. .Since it is different in a contents key and discernment ID also differs 
again, even if it is going to reproduce using a different key storing card and the key storing 
card used at the time of encryption by changing a contents key and discernment ID for every 
lock management card is the same key index. Since contents data can be decoded, copyright 
protection becomes possible. 

[0040]By decoding the enciphered key which decodes the contents data enciphered in the 
device which receives broadcast data, and re-enciphering, if this invention is caused like 1 
operative condition as explained above. Also in data processing devices, such as PC in which 
the application which can store the contents data enciphered by memory storage and can 
perform a file operation operates, Even if protection of the copyright of contents data is 
possible and the work key kw is changed, the digital broadcasting data transfer processor 
which can view and listen to contents can be provided. With [ the function which decodes the 
enciphered key which decodes the enciphered contents data, and is re-enciphered ] removal 
or a possible structure, viewing and listening of contents is attained also with another data 
processing device. 
[0041] 

[Effect of the lnvention]The contents enciphered and transmitted by the composition of this 
invention are saved, and it becomes possible to reproduce. 
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DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 

[Drawing 1] lt is a system configuration figure of the information processor of the 1st example of 
this invention. 

[Drawing 2] lt is a system configuration figure of the conventional restricted reception system. 
[Drawing 3]lt is 1 system-configuration figure of the information processor which receives and 
records digital broadcasting data. 

[Drawing 41 lt is a system configuration figure of the code machine which re-enciphers the 
scramble key of the 1st example of this invention. 

[Dra wing 5]lt is a system configuration figure of the information processor of the 2nd example 
of this invention. 

[Drawing 6] The system configuration figure of the information processor of the 3rd example of 
this invention. 

[Drawing 71 The system configuration figure of the information processor of the 4th example of 
this invention. 

[Drawing 8]lt is a block diagram showing the 5th example of this invention. 

[Drawing 9] lt is a sequence diagram for an example of the exchange of data which stores a 

key using encryption communication to be shown. 

[Drawing 10] lt is a sequence diagram for an example of an exchange of the data which 
acquires a key using encryption communication to be shown. 
[Drawing 11 l it is a block diagram showing the 6th example of this invention. 
[Drawing 12] lt is a block diagram showing the 7th example of this invention. 
[Drawing 1 3] It is a block diagram showing the 8th example of this invention. 
[Description of Notations] 

1 [ ... PCI bus, ] ... CPU, 2 ...A bus bridge, 3 ... Main memory, 4 5 [ ... External storage, ] ... Memory 
storage, 6 ...A display control part, 7 ...CRT, 8 10 ...A digital broadcasting data transfer 
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processor, 11 ...Tuner, 12 ...A contents decoder, 13 .An eliminator, 14 ...Contents decoder, 15 
[ ...A key storing region, 19 / ... Ks code machine, 20 / ... Discernment ID, 21 / ...A random 
number generation, 22 / ... Ks multiplex machine, 23 / ... A bus l/F part, 24 / ... A local bus, 30 / ... 
Output unit]... Local CPU, 16 ...An IC card, 17 ...Ks decoder, 18 



[Translation done.] 
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[Drawing 8] 
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CORRECTION OR AMENDMENT 

[Kind of official gazette]Printing of amendment by the regulation of 2 of Article 17 of Patent Law 

[Section classification] The 3rd classification of the part VII gate 
[Publication dateJJune 23, Heisei 17 (2005.6.23) 
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[The 7th edition of International Patent Classification] 

H04L 9/08 
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[Document to be Amended]Specification 
[ltem(s) to be Amended]Claim 
[Method of Amendment]Change 
[The contents of amendment] 
[Claim(s)] 
[Claim 1] 
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It is the enciphered data and said data is a data receiver which receives data decrypted with a 
data decryption key with which the contents are changed by the passage of time, 
a receiver which receives said data enciphered by the 1st encryption key - and 
It has a code machine which is connected with a decoder which decrypts at least one side of 
said data decryption key enciphered by said data and the 2nd encryption key which were 
received, and re-enciphers said decrypted data or said data decryption key with a re- 
enciphering key, 

A data receiver being connected with said code machine and memorizing at least one side to a 
storage among said re-enciphered data and said re-enciphered data decryption key. 
[Claim 2] 

It is the data receiver according to claim 1, 

It has the multiplexing machine connected with said code machine, 

Said decoder decrypts said data decryption key, 

Said code machine enciphers said decrypted data decryption key, 

Said multiplexing machine matches said re-enciphered data decryption key and said received 
data, 

A data receiver, wherein said thing [ memorizing said matched data decryption key which was 
re-enciphered and said data to said storage ]. 
[Claim 3] 

It is the data receiver according to claim 2, 

A data receiver, wherein said code machine generates a re-decode key which decodes said 
data decryption key enciphered with the code machine concerned, associates said re- 
enciphered data decryption key and said decode key of each other and memorizes them to the 
2nd storage. 
[Claim 4] 

It is the data receiver according to claim 2, 

It has the 1st eliminator and 2nd eliminator that were connected to said receiver, 
Said receiver receives transmit information containing said enciphered data and said 
enciphered data decryption key, 

Said 1st eliminator divides said transmit information into said data and said data decryption 
key, decrypts said separated data, and transmits to a display, 

A data receiver, wherein said 2nd eliminator divides said transmit information into said data 
and said data decryption key, transmits said separated data decryption key to said decoder 
and transmits said separated data to said multiplex machine. 
[Claim 5] 

It is the data receiver according to claim 2, 

A data receiver, wherein said re-enciphering key created based on identification information 
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which identifies the data receiver concerned is used for said code machine. 
[Claim 6] 

It is the data receiver according to claim 5, 

A data receiver, wherein said re-enciphering key based on a random number by which it is 
generated with a random number generator is used for said code machine. 
[Claim 7] 

It is the data receiver according to claim 2, 

It has an interface unit linked to a processing unit which has said decoder, 

A data receiver, wherein said re-enciphering key created based on identification information 

which identifies said processing unit is used for said code machine. 

[Claim 8] 

It is the data receiver according to claim 7, 

A data receiver, wherein said re-enciphering key based on a random number by which it is 
further generated with a random number generator is used for said code machine. 
[Claim 9] 

It is the data receiver according to claim 2, 

A data receiver, wherein the data receiver concerned has said storage further. 
[Claim 10] 

It is the data receiver according to claim 2, 

A data receiver connecting the data receiver concerned with said storage via a bus. 
[Claim 11] 

It is the data receiver according to claim 2, 

the 2nd decoder that decrypts said data which decrypted said data decryption key enciphered 
with said code machine, and was memorized by said storage using said decrypted data 
decryption key according to an input from a user of the data receiver concerned — and 
A data receiver having an output machine which is connected with said 2nd decoder and 
outputs said decrypted data. 
[Claim 12] 

It is the data receiver according to claim 1, 
Said decoder decrypts said received data, 

Said code machine generates the 2nd decode key for enciphering said decrypted data and 
decoding said enciphered data, 

A data receiver relating said 2nd decode key of each other with the 2nd storage, and 
memorizing said data enciphered with said code machine to said storage. 
[Claim 13] 

It is the data receiver according to claim 12, 

It has the 1st eliminator and 2nd eliminator that were connected to said receiver, 
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Said receiver receives transmit information containing said enciphered data and said 
enciphered data decryption key, 

Said 1st eliminator divides said transmit information into said data and said data decryption 
key, decrypts said separated data, and transmits to a display, 

A data receiver, wherein said 2nd eliminator divides said transmit information into said data 
and said data decryption key and transmits said separated data to said decoder. 
[Claim 14] 

It is the data receiver according to claim 12, 

A data receiver, wherein said re-enciphering key created based on identification information 
which identifies the data receiver concerned is used for said code machine. 
[Claim 15] 

It is the data receiver according to claim 14, 

A data receiver, wherein said re-enciphering key based on a random number by which it is 
further generated with a random number generator is used for said code machine. 
[Claim 16] 

It is the data receiver according to claim 12, 

It has an interface unit linked to a processing unit which has said decoder, 

A data receiver, wherein said re-enciphering key created based on identification information 

which identifies said processing unit is used for said code machine. 

[Claim 17] 

It is the data receiver according to claim 16, 

A data receiver, wherein said re-enciphering key based on a random number by which it is 
further generated with a random number generator is used for said code machine. 
[Claim 18] 

It is the data receiver according to claim 12, 

A data receiver, wherein the data receiver concerned has said storage further. 
[Claim 19] 

It is the data receiver according to claim 12, 

A data receiver connecting the data receiver concerned with said storage via a bus. 
[Claim 20] 

It is the data receiver according to claim 12, 

A data receiver having the 2nd interface unit linked to the 2nd processing unit that has said 
2nd storage. 
[Claim 21] 

It is the data receiver according to claim 12, 

the 2nd decoder that decrypts said data memorized by said storage using said 2nd decode key 
according to an input from a user of the data receiver concerned — and 
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A data receiver having an output machine which is connected with said 2nd decoder and 
outputs said decrypted data. 
[Claim 22] 

It is the data receiver according to claim 1, 

A data receiver, wherein said receiver receives broadcast information which the contents are 
changed for every said enciphered data which is broadcast from a broadcasting station, and 
given period, and contains an enciphered data decryption key 
[Claim 23] 

It is the data receiver according to claim 1, 

A data receiver, wherein said 1st encryption key is said 2nd encryption key. 
[Claim 24] 

It is the enciphered data and said data is a data reproduction apparatus which reproduces data 
decrypted with a data decryption key with which the contents are changed by the passage of 
time, 

A means which reads from a storage said data decryption key enciphered with said data 
enciphered with the 1st encryption key, and the 2nd encryption key, 
A means to decrypt said data decryption key, 

a means to decrypt read data using said decoded data decryption key — and 
A data reproduction apparatus having a means to output said decrypted data. 
[Claim 25] 

It is the data receiver according to claim 3, and is a pan, 

A data receiver having the 2nd interface unit linked to the 2nd processing unit that has said 
2nd storage. 
[Claim 26] 

It is the data receiver according to claim 25, 

A data receiver, wherein said 2nd interface unit transmits and receives said re-decode key 
stored in said 2nd storage using encryption communication. 
[Claim 27] 

It is the data receiver according to claim 20, 

A data receiver, wherein said 2nd interface unit transmits and receives said re-decode key 
stored in said 2nd storage using encryption communication. 
[Claim 28] 

It is the data receiver according to claim 1 , 

It is connected with said code machine and has a key storage which memorizes one or more 
keys, 

At least one of keys memorized by said key storage is used for said code machine, At least 
one side is re-enciphered among said decrypted data and said decrypted data decryption key, 
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At least one side is associated among a key used for said re-encryption, said said re- 
enciphered data, and said re-enciphered data decryption key, A data receiver storing at least 
one side in said storage among said said re-enciphered data and said re-enciphered data 
decryption key. 
[Claim 29] 

It is the data receiver according to claim 1 , 

A data receiver, wherein said code machine re-enciphers said data decrypted at least. 
[Translation done.] 
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